IIAMATKA OB HH®OPMAITMOHHOM BE3OITACHOCTU

HEJIb34

1. Bcem mozpsaa coobmaTh CBO dYacTHYI0 wuHOpManuo (HacToslue UM,
damunuio, TenedoH, agpec, HOMeEp MIKOJbI, a Takke dortorpaduu CBOU, CBOEH
CEMbU U JIpy3€ei);

2. OTKpBIBaTh BJIOKEHHBIE (DANIbl 3JIEKTPOHHOU IIOUTHI, KOTZA He 3Haellb
OTIIPaBUTEJIS;

3. I'pyOuth, mpuaupathbcs, OKa3bIBaTh JaBJIeHHE - BecTU ce0sf HEBEXINBO U
arpeccUBHO;

4. He pacnops»kaiicsi eHpraMu TBOEW ceMbH 0e3 paspellleHHs CTapIINX - BCeraa
CIIpaIIUBail po/iuTesIeN;

5. He Bcrpeuaiica ¢ MIHTepHET-3HAKOMBIMU B PEAJIbHOMN JKU3HU - MOCOBETYHCA CO
B3POCJIBIM, KOTOPOMY /IOBEPSIEIIb.

OCTOPOXKHO

1. He Bce nunyT npasay. Yuraemus o cebe Henpasay B IHTepHETE - co0011u 06 3TOM
CBOUM POJUTEJISIM WU ONIEKYHAM;

2. IlpuriamaroT IepenuchiBaThCA, UTPaTh, OOMEHHUBATHCA - IPOBEPH, HET JIU
IIO/IBOXA;

3. HezakonHoe konupoBanue ¢aiiyioB B IHTepHETE - BOPOBCTBO;

4. Becerna pacckasbiBaii B3pOcyIbIM O IIpobJieMax B CeTU - OHU BCeT/ia IIOMOTYT;

5. Mcmosb3yit HaCTpOMKHU 0G€30MMacHOCTH M IIPUBATHOCTH, UTOOBI HE TIOTEPATH CBOU
AKKaYHTBI B COIICETSAX U APYTUX MOpTaIax.

MOZKHO

1. YBakall Ipyrux IoJib30BaTese;

2. [Tospyenibess THTEPHET-UCTOYHUKOM - /ieJIall CChUIKY Ha HETO;

3. OTKpBIBa TOJIBKO T€ CCHUIKU, B KOTOPBIX YBEPEH;

4. O6maTbCcs 3a MOMOIIBI0O B3POCTBIM - POJIUTENU, OMEKYHBI M aJMHUHHUCTPAIUA
cafiTOB Bcerja roMOTyT;

5. Ilpoiinin obGyuenme Ha caite "CeTeBUUOK" M TMOJIYyYHd NACHOPT I[U(GPOBOTO
rpakiaHuHa!l



ITAMATEKA JId YHAIIINXCA
NMHOOPMAIIMOHHAA BE3OITACHOCTD.

C KaXXZBIM TOJIOM MOJIOZIEXKU B MHTEPHETE CTAHOBUTHCS OOJIBINE, a IIKOJIBbHUKU
O/IHU U3 CaMbIX aKTUBHBIX NHoJyib30Baresiell PyHera. Mexay TeM, HOMHMO OTPOMHOTO
KOJINUeCTBA BO3MOXKHOCTEH, WHTEpDHET HeceT U NIpoOseMbl. JTa MaMATKA JOJDKHA
IOMOYb Tebe 6e30I1aCHO HaXOAUTHCS B CETHU.

KomnbroTepHbIie BUPYChI

KoMmbIoTepHBII BHPYC - 5TO PA3HOBUHOCTh KOMIIBIOTEDHBIX IPOrpPaMM,
OTJINYUTEILHOU OCOOEHHOCTBHIO KOTOPOU SIBJIAETCS CIIOCOOHOCTh K Pa3MHOKeHUI0. B
JIONIOJTHEHUE K 3TOMY, BUPYCHl MOTYT IIOBPEJUTH HJIU IOJHOCTHIO YHUYTOXKHUTH BCe
(atiiel ¥ IaHHBIE, TOJKOHTPOJIBHBIE IIOJB30BATENIO, OT HWMEHH KOTOpOro ObLia
3alyIlieHa 3apa)keHHas IIpOTpaMMa, a TakKiKe IOBPEAUTh WU [aXKe YHUUTOKUTH
OTEpPallMOHHYIO0 CHCTeMy cO BceMH aillaMu B 1esioM. B OOJIBIIMHCTBE CiIy4daeB
PacIpOCTPaHAIOTCS BUPYCHI Uepe3 HHTEPHET.

MeTo/1bI 3aIITUTHI OT BPELOHOCHBIX IIPOTPAMM:

1. Mcnosnp3yll coBpeMeHHbBbIE OIlepallMOHHBIE CHUCTEMBI, MMEIOIUE Cepbhe3HbIH
YPOBEHbD 3AIUTHI OT BPEAOHOCHBIX IIPOTPAMM;

2. IlocrosnHOo ycraHaBiuBail mnautu (mudpoBble 3aIUIaTKH, KOTOpHIE
ABTOMATUYECKH YCTAHABJIUBAIOTCSA C IEJIbI0 JIOPAOOTKM MPOTPAaMMBbI) U JIpyTUe
OOHOBJIEHHUsI CBOEH OIleparuoHHOU cucTteMbl. CKauyMBall UX TOJIBKO € ODUIHATBLHOTO
caita pazpaborunka OC. Ecim cymiecTByeT peXUM aBTOMAaTUYECKOTO OOHOBJIEHUS,
BKJIIOUH €ro;

3. PabGoraii Ha cBoeM KOMIIBIOTEDE IIO7] IIpaBaMU IIOJIb30BaTessA, a He
aIMUHUCTPAaTOpa. OTO He TO3BOJHUT OOJIBIIUHCTBY BPEIOHOCHBIX IPOrPaMM
MHCTAJZINPOBAThCA Ha TBOEM IEPCOHAIBHOM KOMIIBIOTEDE;

4. Ucnonp3ylli  aHTUBUPYCHBlIE  IIDOTPAMMHBIE  NPOAYKTBI  U3BECTHBIX
IIPOUBBOAUTENIEH, C aBTOMAaTHUYECKHM OOHOBJIEHHEM 0a3;

5. Orpanuub GU3NYECKUH JOCTYI K KOMITBIOTEPY JIJIsI TOCTOPOHHUX JIUII;

6. Vcnonp3yll BHeNIHME HOCUTENN UH(POpMaIUH, Takue Kak (ielika, AUCK WU
(paitn U3 MHTEpPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOUHUKOB,

7. He oOTKpbIBall KOMIBIOTEpHBIE (AlJIbl, IOJyYeHHble U3 HEHaJleKHbBIX
HCTOYHUKOB. Jlake Te ¢ailipl, KOTOphIE MPUCIAJT TBOW 3HAKOMBIN. Jlydle yTOUHU Y
HET0, OTIIPABJISJI JIU OH Tebe UX.

Ceru WI-FI

Wi-Fi - 9T0 He BHj mepeflayy JaHHBIX, HE TEXHOJIOTHs, a BCETO JIMIIb OpeHs,
Mapka. Eie B 1991 rogy HujiepJiaHicKas KoMInaHus 3apeructpuposaia openy "WECA",
yTto obo3Havaso cioBocouetanune "Wireless Fidelity”, koTopbeiii mepeBoamuTCS Kak
"GecrrpoBOTHASI TOYHOCTD".

Jlo Haiero BpeMeHH JIOILIA Apyras abbpeBHaTypa, KOTOpas SBJISETCS TAKOH JKe
TexHoJIoTHer. 1o abbpeBuarypa "Wi-Fi". Takoe HazBaHue ObLIO JIAHO C HAMEKOM HA



CTaHAAPT BbICIIEN 3ByKOBoM TexHuku Hi-Fi, uro B mepeBojzie o3Hauaer "BBICOKAs
TOYHOCTH .

Jla, OecrlaTHBII WHTEPHET-IOCTYNI B Kade, OTeIsAX W as3pOIopTax SBJISIETCS
OTJINYHOU BO3MOJKHOCTBHIO BBIXO/Ia B MHTepHeT. Ho MHOTHe 3KCHEPThI CUMTAIOT, UTO
obmenoctynabie Wi-Fi cetn He ABIAIOTCA O€30ITaCHBIMU.

CoBeTbl 110 6€30I1aCHOCTH PAaOOTHI B 00IIEAOCTYITHBIX ceTax Wi-Fi:

1. He mepezaBaii cBoro JIMuHy0 nHMOpMAaIuio yepes ooieaoctymable Wi-Fi cern.
Pabotas B HUX, KeJIaTeJIbHO He BBOAUTH MAPOJIU AOCTYIIA, JIOTUHBI U KaKHe-TO HOMepa;

2. Hcnonp3yli u OOHOBJISAM aHTUBUPYCHBIE IporpaMMbl W OpaHjaMayep. Tem
CcaMbIM ThI 00€30MacHIIb ce0S OT 3aKaUKH BUPYyca HAa TBOE YCTPOUCTBO;

3. IIpu ucnonp3oBanun Wi-Fi orximoun ¢pyakmnuoo "O6muit goctyn K ¢aitiam u
npuHTepam'. JlanHas GyHKIUA 3aKphITa MO YMOJYAHHIO, OJHAKO HEKOTOPbIE
II0JIb30BATEIN aKTUBUPYIOT ee /1J1 yZI00CTBa UCIIOIb30BaHUA B paboTe miin yuebe;

4. He ucnonsayit nyoamunasiii WI-F1 11 nepepgaun JIMYHBIX JTAHHBIX, HAIpUMep
JUTS BBIXOZIA B COIUQJIBHBIE CETU WJIU B 3JIEKTPOHHYIO MTOYTY;

5. Mcmob3y# TOIbKO 3amuinieHHoe coenuuenne uepe3 HTTPS, a ue HTTP, T.e.
pu Habope BeO-aspeca BBogu uMeHHO "https://";

6. B mobwibHOM TenedoHe orkaoun QyHknuio "lloakimouenne k  Wi-Fi
apromatuuecku'. He Jlommyckail aBTOMaTHYECKOTO IMOAK/IIOUEHHUs YCTPOUCTBA K CETSAM
Wi-Fi 6e3 TBOero corsiacus.

ConuasibHbIE CETH

CorasibHbIE CETH aKTUBHO BXOJAT B HAIy >KU3Hb, MHOTHE JIIOJIM pabOTAIOT U
>KUBYT TaM IOCTOSIHHO, a B Facebook y»ke 3apeructpmpoBan Musinapy, 4eoBeK, UYTO
SIBJIIETCSL OJTHOM CeIbMOM BCeX JKUTeJIel IUIaHeThl. MHOrue ToJIb30BaTel He
MMOHUMAIOT, YTO WHGOPMAIUs, pa3MellleHHAs UMH B COIUAIBHBIX CETSIX, MOXKET OBITh
HalifleHa U WCIOJb30BaHAa KeM YTOJAHO, B TOM 4YHcCJe He 00fA3aTeJbHO ¢ OJarumu
HaMepeHHUIMHU.

OCHOBHBIE COBETHI 110 HE30ITACHOCTH B COITUATBHBIX CETAX:

1. OrpaHnyb COUCOK Apy3eh. Y TeOs B APY3bsAX HE JOKHO OBITh CIyYalHBIX U
HEe3HAKOMBIX JIIO/IEH;

2. 3amuimai CBOIO YacTHYIO ku3Hb. He ykaswiBail maposiu, TesedoHBI, aapeca,
JlaTy TBOETO POXKAEHHUA U APYIYI0 JINYHYI0 MHOOPMAIUIO. 3JI0YMBIIUIEHHUKA MOTYT
HCIIOJIb30BaTh Jlake MH@OpMAIMI0 O TOM, KaK Thl U TBOU POJUTENIN IUIAaHUPYETe
MIPOBECTU KaHUKYJIBI;

3. 3amuimal CBOIO pemyTaruio - Jep:Kh ee B UHCTOTe M 33jiaBail cebe BOIIPOC:
X0oTes1 ObI ThI, UTOOBI JPYTHe IOJIb30BATEN BUEH, YTO ThI 3arpykaelnb? ITomymaii,
IIpesK/ie YeM UTO-TO OIYyOJIMKOBATh, HAIIKCATh U 3aTPy3UTh;

4. Ectm THI TOBOPHING C JIIOBMHU, KOTOPBIX HE 3HAEIlb, HE HCIOJb3YyH CBOE
peayibHOEe UM U APYTYIO JIMIHYI0 HHGOPMAIIUH: UMsI, MECTO »KUTEIbCTBA, MECTO yUeObl
U TIPOYEE;

5. WN3beraii pasmenienus ¢ortorpaduii B VHTEpHETe, TZe ThI HM300pakeH Ha
MECTHOCTH, 110 KOTOPOU MO?KHO OIIPE[EJINTh TBOE MECTOIIOJIOKEHHE;

6. IIpu perucrtpanyii B COIUAJIBHOU CETH HEOOXOJIMMO HCIIOJIb30BaTh CJIOXKHBIE
MIapOJIH, COCTOSAIIME U3 OYKB U UQP U C KOJIMYECTBOM 3HAKOB He MeHee 8;



7. [ cONMaJbHOU CETH, TMOYTHI U JPYTHX CAUTOB HEOOXOAUMO HCIIOJIb30BaTh
pasHble maposu. Torga ecan Tebs B3JI0MAIOT, TO 3JI0YMBIILIEHHUKH IOJIYYaT JOCTYII
TOJIBKO K OZTHOMY MECTY, a HE BO BCE Cpaasy.

AJIeKTPOHHBIE IEHbI'1

JJIEKTPOHHBIE JIEHbI'M - OTO OYeHb YJOOHBIM CHocob ILIaTekel, OJHAKO
CYIIIECTBYIOT MOIIIEHHUKHU, KOTOPbIE XOTAT MOJIYUUTh 3TU JIEHBI'U.

IJIEKTPOHHBIE JIEHbIW IOSBUJINCH COBCEM HEABHO M WMEHHO H3-3a 3TOTO BO
MHOTHX TOCy/IapCTBaX J[0 CUX IIOP He IPOITMCAHO ITPO HUX B 3aKOHAX.

B Poccuu ke oHU (GYHKIHMOHHPYIOT M O HUX yKe IIPOIMCAHO B 3aKOHE, T/e UX
pa3aessaioT Ha HECKOJIBKO BU/IOB - aHOHUMHBIE M HE aHOHUMHBIE. PazHuIla B TOM, 4TO
AaHOHUMHBIE - B3TO Te, B KOTOPBIX paspelraeTcsa MNPOBOAUTL oOllepanuu 0Oe3
UIeHTH(DUKAIINY T0JIb30BaTeNs, a B HEAHOHUMHBIX HJIEHTH(UKAIUSA I10JIh30BATEJISA
SIBJISIETCA 00A3aTEIHHOM.

Taxke cieayeT pasjinyaTh BJIEKTPOHHBIE  (duaTHble JeHbrd  (paBHBI
TOCy/IapCTBEHHBIM BaJIIOTaM) U 3JIEKTPOHHbIe HedHWaTHblE JIeHbru (HE paBHBI
rOCy/IapCTBEHHBIM BaJTIOTaM).

OcHOBHBIE COBETHI 110 He30I1acHON paboTe ¢ 3JIEKTPOHHBIMU JIeHbI'aMU:

1. IIpuBs:ku K cueTy MOOWIbHBIN TesedOH. DTO caMblil y/IOOHBIA U OBICTPHIU
Croco0 BOCCTAaHOBUTH JOCTyH K cueTy. I[IpuBsA3aHHBIA TeedOH ITIOMOKET, €CJIN
3a0yelTb CBOH IJIaTeKHBIN ITaPOJIb UJIU 3ai/IeIb HA CAalT C HE3HAKOMOT'O YCTPOHUCTRBA;

2. Hcmonp3y#h opHOpasoBble Taposid. Ilocie Tmiepexoza Ha  YCUJIEHHYIO
aBTOpHU3aINI0 Tebe yxke He OyZeT yrpokKaThb OIIACHOCTh Kpa)KW WJIM IlepexBaTa
IJIaTEXKHOTO I1apoJis;

3. Be1bepu coxkHBIN m1aposib. [IpectynmHuKaM Oy/ieT He IIPOCTO yTrafaTh CJIOKHBIN
mapoJsib. HajieskHble maposik - 3TO MapoJid, KOTOPhIE COAepKaT He MeHee 8 3HAKOB U
BKJIIOUAIOT B Ce0S CTPOUHBIE M IMPONUCHBIE OYKBBI, ITU(MPHI U HECKOJIBKO CHMBOJIOB,
TakHe KakK 3HaK JoJuiapa, GyHTa, BOCKJIUIATeIbHBIN 3HAK U T.11. Hampumep, $tRong!;;

4. He BBOIY cBOM JIMYHBIE TaHHBIE HAa CAliTaX, KOTOPHIM HE JJOBEPSIEIIIb.

AJIeKTPOHHAA MoYTa

ONEeKTPOHHASA TIOYTa - 3TO TEXHOJIOTHS U IIPEJOCTABJIsIEMble €10 YCIYTH TI0
IepechbUIKe U TOJIyYEeHHUIO0 3JIeKTPOHHBIX COOOIIEeHUU, KOTOpble pacIpefesisioTcs B
KOMITBIOTEPHOU ceTH. OOBIYHO 3JIEKTPOHHBIA IOYTOBBIM AWK BBITJISAIUT CJIELYIOITAM
oOpa3zoM: UMA_IOJIb30BATENA@UMA_JIoMeHa. Takike KpoMe Iepefjaull IIPOCTOTO
TeKCTa, UMeeTCs BO3MOKHOCTD Ilepe/iaBaTh (paiiiibl.

OcHOBHBIE COBETHI 110 He30I11acHOM paboTe ¢ 3JIEKTPOHHOMN OUTOMU:

1. Hago BbIOpaTh mpaBUJIBHBIA IIOYTOBBIN cepBUC. B MHTepHETE eCcTh OIrPOMHBIN
BBIOOD OECIIATHBIX MIOYTOBBIX CEPBUCOB, OJTHAKO JIYUIIlE IOBEPATH TEM, KOTO 3HAEIIDb U
KTO TIEPBbII B PEUTHHTE;

2. He ykaspiBail B JIMYHOU mouTe JIMuHyl0 WHGopmanuio. Hampumep, sydiie
BBIOpaTh "My3bIKaJIbHBIN__(paHaT@" wu "pok2013" BMecTo "Temais";

3. Mcnosnp3yil ABYXSTalHyI0 aBTOPU3alUio. ITO KOIZla IMIOMUMO IapoJjis HY>KHO
BBOZIUTH KOJI, IpUChLIaeMbIi 110 SMS;

4. Be1Oepu cI10KHBIN 11apoJib. [IJ1 KaXK0Tr0 MOYTOBOTO SAIINKA JOJIKEH OBITH CBOM
Ha/Ie’KHBIN, yCTOUUYMBBIN K B3JIOMY HapOJib;



5. Ecoiu ecTh BO3MOKHOCTh HalucaTh cCaMOMY CBOM JIMYHBIU BOIIPOC, MCIIOJIb3YH
3Ty BO3MOXKHOCTb;

6. Mcnosib3yil HECKOJIPKO MTOYTOBBIX AIIUKOB. I1epBBIT /1JIs1 YACTHON MEPENUCKU C
azipecaTamu, KOTOPBIM ThI JIOBePsEIIb. ITO JEKTPOHHBIHN a/ipec He Ha/l0 UCII0Ib30BaTh
IIpU perucrpanuu Ha ¢opyMax U caiTax;

7. He oTkpbIBail (paiiyipl U Apyrue BIOKEHUS B MUChMAX, aXKe eCJIM OHU MPUIILIN
OT TBOUX Zipy3ei. Jlydiiie yTOUHU y HUX, OTIIPABJISIIN JIK OHU Tebe 3TU haiiibl;

8. ITocsie okoHYaHUs pabOTHI HA IIOYTOBOM CEpPBHCE TepeT 3aKPhITHEM BKJIAJKU C
caiiToMm He 3a0y/ib Ha’kaTh Ha "BerdTu".

Kuo6epOy/L/IMHT WJIN BUPTYyaJIbHOE U3/1€BATEJIbCTBO

KubepOyistiHT - TpeciiefoBaHUE COOOIEHUSIMU, COAEPIKAIUMU OCKOPOJIEHUs,
arpeccuio, 3alyTHBaHUE; XyJUTAaHCTBO; COLHAJIIbHOE OOMKOTHUPOBaHHE C IOMOIIBIO
Pa3JIMYHBIX UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 HOPHOE ¢ KUOEPOYITUHTOM:

1. He Opocaiica B 60#. JIyummuii crmoco0: ITOCOBETOBAThCS Kak ce0s BECTH U, €CIIU
HET TOro, K KOMY MOXHO OOpaTUThCS, TO BHAYAJIE YCIIOKOUTHCS. ECJIM THI HAYHEIIh
OTBeYaTh OCKOpPOJIEHUAMU Ha OCKOPOJIEHUs, TO TOJIBKO ellle OoJIbllle Pa30iKelllb
KOHQJIUKT;

2. YpaBJisAi cBoed KuOepperyTaruei;

3. AHOHUMHOCTH B ceT MHUMAas. CyIecTBYIOT ClIOCOObI BBIACHUTD, KTO CTOUT 32
QHOHUMHBIM aKKayHTOM;

4. He crour Bectu XynuraHckuil o0Opa3 BUPTyaJIbHON KU3HU. VIHTEpHET
dukcupyer Bce TBOU JEWCTBUS U COXpaHSET HX. YAUIUTh UX OyAeT KpailHe
3aTPYIHUTEJIHHO;

5. Cobuto/1a#1 CBOXO BUPTYIHHYIO UECTh CMOJIO/NY;

6. UrHopupyii efUHUYHBIN HeraTuB. OZHOpPa30Bble OCKOPOUTEIbHBIE COOOIIEHNUS
JIy4giiie urHopupoBaTb. OOBIUHO arpeccus MpeKpaliaeTcs Ha HaYaJIbHOU CTa{uu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIEHUSMH, B
COIIMAJIPHBIX CETAX €CTh BO3MOXKHOCTb OJIOKHUPOBKHM OTIIPAaBKU COOOIEHUU ¢
ompezieJIeHHbIX a7[PeCcoB;

8. Eciiu Thl cBuzetenb kubepOysiuHra. TBOM AeWCTBUA: BBICTYIIUTH IIPOTUB
IpecjiefloBaTesisA, IMOKa3aTh €My, YTO €ro JeUCTBUS OIeHUBAIOTCA HEraTUBHO,
MIO/I/IEP2KATh YKEPTBY, KOTOPOU HY’KHA IICUXO0JIOTUUECKas ITOMOIIb, COOOIIUTH B3POCIBIM
0 (haKTe arpecCUBHOTO IIOBEJIEHUS B CETH.

MooOuiibHBIN Tes1edoH

CoBpeMeHHbIe cMapT(OHBI U IUJIAHIIETH COJiep:KaT B cebe BIIOJIHE B3POCJIBIN
dyHKIIMOHA, W Temepb OHU MOIYT KOHKYPHUPOBAaTh CO  CTAallHOHAPHBIMH
KoMIbioTepaMu. OTHAKO, CPEICTB 3aIUTHI JJIsl TOA00HBIX YCTPOUCTB IT0OKa OYeHb MaJIo.
TecTrpoBaHHUE U MOUCK YA3BUMOCTEH B HUX IMPOUMCXOJUT HE TaK UHTEHCUBHO, KaK JIJIs
ITK, To ke caMoe KacaeTcsi 1 MOOWIbHBIX ITPUJTOKEHHH.

CoBpeMeHHbIE MOOWJIbHBIE Opay3epbl y:Ke MPAaKTUYEeCKU JOTHAJIM HACTOJIbHBIE
aHaJIOTH, OJTHAKO paciupeHue GyHKIIMOHAIA BIeYeT 3a cOO0M GOJIBIIYIO CJI0KHOCTD U
MEHBIIYIO 3aIUIIEeHHOCTb.



Jlaleko He Bce NPOU3BOAUTENMN BBIIYCKAIOT OOHOBJIEHUA, 3aKpbIBAIOIIUE
KpPUTHUYECKUE YAA3BUMOCTH /IJIs CBOUX YCTPOUCTB.

OCHOBHBIE COBETHI /151 6€30IaCHOCTU MOOUIBLHOTO TetepoHa:

Huuero He sBJseTcA mO-HACTOAIeMy OecriylaTHBIM. Byib ocTOpoOXkeH, BeZlb KOTa
Tebe Tpe/IyIaraloT OecIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IJIaTHBIE
YCIIyTH;

Hymaii, npexzae yeMm otnpaButb SMS, ¢doro unu Buzeo. Tl TOUHO 3Haellb, rje
OHU OyAyT B KOHEYHOM UTOTE?

Heob6x01mM0 0OHOBJIATH OMEPAIIMOHHYIO CHCTEMY TBOETO CMapT(OHA;

Vcnosnp3yit aHTUBUPYCHBIE TPOTPAMMBI J1s1 MOOMJIBHBIX TeJle(hOHOB;

He 3arpy:kalli NOpWJIOKEHUS OT HEU3BECTHOTO HCTOYHHUKA, BeAb OHH MOTYT
COZlepKaTh BPEJOHOCHOE IIPOrpaMMHOe obecIieueHue;

[Tocste TOTO KaK ThHI BBIMEIIH C CAUTA, T/I€ BBOAW JUIHYIO HH(POPMAIHIO, 3alU B
HACTPOWKHU Opay3sepa u yjiaau cookies;

[Tepuosiueckn IpPOBepsi, Kakue IJIATHbIE YCIYTH AKTUBUPOBAaHBI HAa TBOEM
HOMepe;

JlaBaii cBOM HOMep MOOMJIBHOTO Tejie)OHA TOJIBKO JIFO/IAM, KOTOPBIX ThI 3HAEIIb U
KOMY JIOBepsi€lllb;

Bluetooth momxen ObITH BBHIKJIIOUEH, KOT/IA Tl UM He ToJIb3yelibesa. He 3a0b1Bait
MHOT/A IPOBEPATH 3TO.

Online-urpsl

CoBpeMeHHbIE OHJIAH-UTPHI - 3TO KPACOUYHbIE, 3aXBaTHIBAIOIINE pa3BedyeHUs,
00beIMHSIONINE COTHU THICSY YeJIOBEK 110 BceMy MUPY. VITPOKU HCCIEIYIOT JaHHBIA UM
MHD, OOIIAIOTCA APYT C JIPYTOM, BBITIOJHSIOT 3aJaHUsI, CPA’KAIOTCA C MOHCTPaAaMH H
MOJIy4arOT ONBIT. 3a VAOBOJBCTBHE OHU IUIATAT: IOKYMAIOT JHUCK, OIUJIAYMBAIOT
abOHEMEHT WJIU MTPUOOPETAIOT KaKKUe-TO OMIHH.

Bce 3TH cpeacTBa MAYT Ha TMOAJEpKaHUE W Pa3BUTHE UTPHI, a TaKKe HaA camy
6e30I1acHOCTh: COBEPIIIEHCTBYIOTCA CHCTEMBI AaBTOPU3AIHH, BHIITYCKAIOTCSA HOBBIE ITATUYH
(rmudpoBbIe 3aIUIATKY AJ1 IPOTPaMM ), 3aKPhIBAIOTCS YA3BUMOCTU CEPBEPOB.

B mogoOHBIX MTpax CTOUT OIACAThCSA HE CTOJIBKO CBOMX COIEPHUKOB, CKOJIBKO
KpaXXU TBOETO MapoJisi, HA KOTOPOM OCHOBAHA CUCTeMa aBTOPU3AI[UH OOJIBIINHCTBA UTP.

OCHOBHBIE COBETHI 110 6€30IIaCHOCTU TBOETO UTPOBOTO aKKAyHTA:

1. Ecoiu gpyroil urpok BezeT cebs IJIOXO WM co3fzjaeT TebOe HENPUATHOCTH,
3a0JIOKHUPYH €ro B CITMCKE UTPOKOB;

2. Tloxkanyiicsi aJilMUHUCTpAaTOpaM HTPhl Ha IJIOXOe IOBEJEHUE 3TOr0 UTPOKa,
’KeJIaTeJIbHO IPUJIOXKUTh KaKHe-TO JIOKa3aTeTbCTBA B BUZE CKDHUHOB;

3. He yxasspiBaii 1nuHy0 nuH(popMaIumo B podaiiie urpsi;

4. YBaxkall Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBiiuBaii HeodUIUaTIbHbIE TATIN U MOJBI;

6. Vcriostb3yi CJI0KHBIE U pa3HBbIE [1apOJIy;

7. Jaxke BO BpeMs UTPBI HE CTOUT OTKJII0UaTh aHTUBUPYC. [Toka Thl Urpaeib, TBON
KOMIIBIOTED MOTYT 3apa3UTh.

PUIMHT WIH Kpazxa IUIHbIX JTaHHbIX



OOBIYHOU KpaXkell /ieHer U JIOKYMEHTOB Cero/IHA y»Ke HUKOTO He y/AUBHIIb, HO C
Pa3BUTHEM WHTEPHET-TEXHOJIOTUH 3JI0YMBIIIEHHUKU TEPEMECTIINCh B UHTEPHET, U
MIPO/IOJKAIOT 3aHUMAThCA " JTIOOMMBIM " JIEJIOM.

Tak mosiBUIach HOBasi yrpo3a: MHTEPHET-MOIIIEHHUYECTBA WX (QUIITUHT, TJIaBHAA
I[eJTb KOTOPOTO COCTOUT B ITOJIyYeHHU KOH(UAEHITUATbHBIX JAHHBIX I10JIb30BaTeIeN -
JIOTUHOB U mapoJied. Ha anriuiickom si3bike phishing unraercs kak ¢pumwuHr (ot fishing
- ppIOHAas JI0BJIsI, password - ITapoJIb).

OCHOBHBIE COBETHI 110 OOPHOE C PUIIITHTOM:

1. Cequ 3a CBOUM aKKayHTOM. Ecju ThI 1IO03peBaelllb, YTO TBOS aHKeTa ObLIa
B3JIOMaHa, TO HE0OXOAMMO 3a0JIOKMPOBATh €€ U COOOIIHUTh aIMUHHUCTPATOPaM pecypca
00 3TOM KaK MOKHO CKODEE;

2. Hcnonp3yii Oe3omacHble BebO-caliThl, B TOM YHCJIE, WHTEPHET-Mara3uHoB U
ITOMCKOBBIX CCTEM;

3. Mcnosnp3yii cs10kHBIE U pa3Hble Maposiu. Takum ob6pa3oM, eciiu Tebs B3JIOMAIOT,
TO 3JIOYMBIIIIJIEHHUKH ITOJIy4YaT JOCTYI TOJIBKO K OJHOMY TBOeMY IPOQUIIIO B CETH, a He
KO BCEM;

4. Ecu Tebs B3soMaiv, TO HEOOXOIUMO IPEAYIPEAUTh BCEX CBOUX 3HAKOMBIX,
KOTOpBIe /1006aByieHbl y TeOsA B JIPYy3bAX, O TOM, UYTO TeDs B3JIOMaJIM M, BO3MOKHO, OT
TBOEro UMeHU OyJIeT pacChbUIaThCA CIIaM U CCHUIKH Ha (DUIITMHTOBBIE CANTHI;

5. YcraHoBU HazieKHBIN n1apostk (PIN) Ha MOOMIIBHBIN TeedoH;

6. OTKJII0YY COXpaHEHUE MapoJis B Opaysepe;

7. He oTkpbIBaii Gaiijibl U JpyTye BIOXKEHUs B IMHUChMaX, /IasKe €CId OHU IMPHUIILTH
OT TBOUX ZIpy3ei. JIyuiile yTOUYHH y HUX, OTIIPABJISIIIA JIK OHU Tebe 3TH DatisIbl.

IIundposas penmyranusa

[MudpoBas pernyTanus - 3TO HeTaTUBHAA WJIN MO3UTHBHAs MHGOPMAIUA B CETH O
Tebe. Kommpomerwpymomas wHopMaIusa, pa3MellleHHas B HWHTEPHETe, MOXKeT
cepbe3HbIM 00pa30M OTPA3UTHCA HA TBOEH peasbHOM ku3HU. "[ludposas pemyranus' -
3TO TBOU UMUK, KOTOPBIU (popMupyeTcsa u3 nHdopmanuu o Tede B HHTEPHETE.

TBOe MecTO KUTETbCTBA, y4ebbl, TBOe (DUHAHCOBOE IIOJIOKEHHE, 0COOEHHOCTHU
XapaKTepa U PacCcKa3bl 0 OJIU3KUX - BCe 3TO HAKATJIMBAETCS B CETH.

MHorue TOAPOCTKU JIETKOMBICJIEHHO OTHOCATCA K MyOJIUKaluu JIUYHOU
nHopmannu B lHTepHeTe, HEe MOHMMAas BO3MOXHBIX Hocje/cTBUUA. Thl Jlake He
CMOKellb ZIoraZiatbCA O TOM, 4TO (ororpadus, pasMmellleHHas 5 JIeT Ha3aJ, crajia
IIPUYMHOU OTKa3a NPUHATH TeOs Ha paboTy.

KommeHnTapuu, pasmeliieHue TBoux (Qororpaduili u apyrve JIeHcTBUSA MOTYT He
HMCUE3HYTh Ja)Ke IMOCJIE TOTO, KaK Thl UX YAJIHUIIb. Thl HEe 3HAEIb, KTO COXPAHUJI 3TY
nHdopManuio, momnajaa JU OHA B IOUCKOBBIE CHUCTEMBI M COXpPAaHWJIACh JIU OHA, a
IJIABHOE: YTO ITOAYMAIOT O Tebe OKpY»KaloIue JIIOJU, KOTOPble HAUAYT U YBUAAT 3TO.
Haiitu nHpOPMAIUI0 MHOTO JIET CITYCTSI CMOKET JIFOOOH - KaK U3 J0OPBIX OOy KAEHUH,
TaK U C HAMepPeHUEeM MPUYUHUTH BPeJl. ITO MOKET OBITH KTO YTOITHO.

OcHOBHBIE COBETHI 110 3alUTe ITUDPOBOU peryTaIuu:

1. [Togymaii, mpesx/ie UeM 4TO-TO ITyOJIMKOBATh U MepeaBaTh y cebsi B 6J10Te M B
COIIMAJIbHOM CETH;

2. B HacTpoiikax nmpodusis ycTaHOBH OTPaHUYEHUs HA ITPOCMOTP TBOErO MPODuIs
U €ro COIEPKUMOTO, CJIeJIall ero TOJIBKO "J1s Ipy3en';



3. He pasmemaii u He ykasplBall MHQOpMaLUIO, KOTOpPasg MOKET KOIo-nb0
OCKOPOJISITh UJI OOMIKATh.

ABTOpCKOE IpaBo

CoBpeMeHHbIE IIKOJIBHUKH - aKTUBHBIE TTOJIb30BATEHN MU(PPOBOTO MPOCTPAHCTBA.
OpnHaKo /1ajIeKo He Bee 3HAIOT, UTO M10JIb30BAHNE MHOTUMU BO3MOKHOCTAMHU IU(MPOBOTO
Mupa TpebyeT cobJI0IeHUs ITPaB Ha MHTEJUIEKTYAJIbHYI0 COOCTBEHHOCTb.

TepMuH "UHTEJUIEKTyaJibHasg COOCTBEHHOCTh' OTHOCHUTCA K  Pa3IHYHBIM
TBOPEHUAM UEJOBEYECKOTO yMa, HAYMHAA C HOBBIX HU300peTeHUil U 3HAKOB,
0003HAUAIONUX COOCTBEHHOCTh HA IPOAYKTHI M YCIAYTH, W 3aKaHUMBAsA KHUTAMH,
¢oTorpaduamu, kuHODUIBMAMU U MY3bIKQJIbHBIMU IPOU3BEEHUAMU.

ABTOpCKHME mTpaBa - 3TO IMpaBa HAa HHTEJUIEKTYaJIbHYI0O COOCTBEHHOCTh Ha
MIPOM3BEIEHUA HAYKU, JINTEPATYpbl U HCKYyCCTBA. ABTOPCKHE IIpaBa BBICTYIIAIOT B
KauecTBe TapaHTHU TOTO, UTO MHTEJJIEKTYaIbHbIN/TBOPUECKUU TPY/l aBTOpa He OyzeT
HaIIpacHbIM, JIACT eMy CIIPaBe/IJINBble BO3MOKHOCTH 3apaboTaTh Ha pe3yIbTaTaxX CBOETO
TPYZa, MIOJIyYUTh U3BECTHOCTH U NTpu3HaHue. HUKTO 6e3 pa3pelieHus aBTOpa HE MOXKET
BOCIIPDOU3BOJIUTh €0 IIPOU3BE/IEHUE, PACIPOCTPAHATH, MyOJIHMYHO JEMOHCTPHUPOBATH,
poJiIaBaTh, HMIIOPTUPOBATh, IyCKaThb B  MPOKAT, MyOJUYHO  HCIOJIHATD,
IIOKA3bIBaTh/ MCIOJHATH B 3dUpe Win pa3meniath B IHTepHeTe.

Vcnonp3oBaHue "MHPATCKOro" MPOrpaMMHOTO obOeclieueHUs] MOKET MPUBECTH K
MHOTUM pHCKaM: OT IOTEPU JAHHBIX K TBOUM aKKAyHTaM /10 OJIOKUPOBKU TBOETO
YCTPOMCTBA, I7le yCTAaHOBJIEHA HeslerabHas mporpaMMa. He cTouT Takke 3a0bIBaTh, YTO
CYIIIECTBYIOT JIeTaJIbHbIE U OecIIaTHbIe IPOTPAMMBI, KOTOPbIE MOXKHO HAWTU B CETH.

O nmoprage

CereBUYOK.pd - TBOU IVIaBHBIA COBETYHUK B CETU. 3/1€Ch Thl MOMKEIb Y3HATH O
0e30IaCHOCTH B CETU IIOHATHBIM U JOCTYITHBIM S3BIKOM, a IIPU BO3HHUKHOBEHHUU
KPUTHYECKOH CHTyallud OOpaTUTHhCA 3a COBETOM. A TakKe IIPHUHATH ydacTHUE B
KOHKYpPCax M CTaTh CAaMbIM ITU(PPOBBIM IpakTaHUHOM!



